Anybus*

BY HVS NETWORKS

Anybus’ Communicator”
PROFINET IRT (2.32])

USER MANUAL

SCM-1202-033 1.2 en-US ENGLISH

17
””15 Connecting Devices"



Important User Information

Disclaimer

The information in this document is for informational purposes only. Please inform HMS Industrial Networks of any
inaccuracies or omissions found in this document. HMS Industrial Networks disclaims any responsibility or liability
for any errors that may appear in this document.

HMS Industrial Networks reserves the right to modify its products in line with its policy of continuous product
development. The information in this document shall therefore not be construed as a commitment on the part of
HMS Industrial Networks and is subject to change without notice. HMS Industrial Networks makes no commitment
to update or keep current the information in this document.

The data, examples and illustrations found in this document are included for illustrative purposes and are only
intended to help improve understanding of the functionality and handling of the product. In view of the wide range
of possible applications of the product, and because of the many variables and requirements associated with any
particular implementation, HMS Industrial Networks cannot assume responsibility or liability for actual use based on
the data, examples or illustrations included in this document nor for any damages incurred during installation of the
product. Those responsible for the use of the product must acquire sufficient knowledge in order to ensure that the
product is used correctly in their specific application and that the application meets all performance and safety
requirements including any applicable laws, regulations, codes and standards. Further, HMS Industrial Networks will
under no circumstances assume liability or responsibility for any problems that may arise as a result from the use of
undocumented features or functional side effects found outside the documented scope of the product. The effects
caused by any direct or indirect use of such aspects of the product are undefined and may include e.g. compatibility
issues and stability issues.

Anybus’ is a registered trademark of HMS Industrial Networks AB. All other trademarks mentioned in this document
are the property of their respective holders.
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Preface 3(76)

1 Preface
1.1 About This Document

This document describes how to install and configure the Anybus Communicator PROFINET IRT
(2.32) gateway

For additional related documentation and file downloads, please visit www.anybus.com/support.

1.2 Document history
Version Date Description
1.0 2017-02-07 First release
1.1 2017-11-22 Updated for new firmware
1.2 2019-04-11 Added section about PROFINET Asset Management
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13 Document Conventions
Ordered lists are used for instructions that must be carried out in sequence:
1. First do this
2. Then do this
Unordered (bulleted) lists are used for:
e  Itemized information
e Instructions that can be carried out in any order
...and for action-result type instructions:
>  This action...
- leads to this result

Bold typeface indicates interactive parts such as connectors and switches on the hardware, or
menus and buttons in a graphical user interface.

Monospaced text is used to indicate program code and other
kinds of data input/output such as configuration scripts.

This is a cross-reference within this document: Document Conventions, p. 4

This is an external link (URL): www.hms-networks.com

@ This is additional information which may facilitate installation and/or operation.

' This instruction must be followed to avoid a risk of reduced functionality and/or damage
° to the equipment, or to avoid a network security risk.

Caution
This instruction must be followed to avoid a risk of personal injury.

WARNING

This instruction must be followed to avoid a risk of death or serious injury.

A
A
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2 Description

2.1 Introduction

Anybus Communicator PROFINET IRT (2.32) is intended for connecting non-networked industrial
devices and equipment to a PROFINET network. It performs an intelligent protocol conversion
and presents the serial data to the PROFINET 10 Controller as easily processed I/0 data.

The gateway is capable of converting almost any type of serial protocol such as Modbus RTU,
ASCII, DF1 or any other type of proprietary Query/Response or Produce/Consume protocol. It
can address up to 31 nodes on the serial subnetwork and supports the RS-232, RS-422 and RS-
485 physical standards.

Single-Node Serial Subnetwork Multi-Node Serial Subnetwork

PROFINET 10 PROFINET 10
Controller Controller
—— HMI
—— PC/Web /SCADA —— PC/Web / SCADA
—— INVERTER —— INVERTER
o &
=z =
o o
w w
I . I
] Configuration i Configuration
& Monitoring & Monitoring

Serial Communication Device Serial Communication Devices

Fig. 1 Network examples
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2.2 Basic Operation

Anybus Communicator PROFINET IRT (2.32) is designed to exchange data between a serial
subnetwork and a higher level network. It does not have a fixed protocol for the subnetwork and
can be configured to handle almost any form of serial communication.

The gateway can issue serial telegrams cyclically, on change of state, or based on trigger events
issued by the control system of the higher level network. It can also monitor communication on
the subnetwork and notify the higher level network when data has changed.

An essential part of the Anybus Communicator package is Anybus Configuration Manager, a
Windows-based application used to supply the gateway with a description of the subnetwork
protocol. The application has a easy to use graphical interface and does not require
programming skills.

I Anybus Configuration Manager - Communicator RS232/422/485 - Untitied ===
File NewMNode Tools View Help
DEH & s (= ]
Devices Configuration
- Fisldbus Alphabelic Categorized |
Startlnit
Anybusinit EljGansral
Fieldbus specific Slaveaddinss |1
Fieldbus specific ) X
Fieldbuis specific B Monitor - New Node == = |
W Endinit
& Commuricalor R5232/422/485 File Node Command Columns View
-4 Subnetwork e B
a . Read Cols Quem
Slave Address Function Statting Address (HiLa) Quantity OF Dutputs (HiJ | Checksum -]
Value Valus Value Value Entor check type: Eror check start byte | Encr cher: |
001 001 00000 00000 CRC 00000 Nore
4
e R e " Select Command =]
Slave Address | Function [ Byte count ColStatus || File Command
D=
In Arsa O bytes [512) Out Area 0 bytes (512) | = | Command Hame: 2
oon T .| 0Z0 @ 0«0 ReadCois 7
i e @ 002 ResdDiscrete Inputs j
001 21 B 043 Fead Holding Registers
e e B 004 ReadInput Registers
003 23 B 045 Wi Single Col
o o B D06 Wikt Single Regiter g
g0i 24 B 047  Fead Exception Status 3
i : B D s
| 1 et Comm Event Clr
il 55 B 040 Get Comm Event Log
Hi o B OWOF Wit Muliple Coils
aas 2 B 04D Wiits Mullple Registers
= B 041  Repot Slave D =
e 2] tiz B 044  FeadFile Record J,
B 045 Wiite File Fiecord 4

Fig. 2 Anybus Configuration Manager
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2.3 Data Exchange Model

2.3.1 Overview

The data exchanged on the subnetwork and the data exchanged on the higher level network
reside in the same internal memory in the Anybus Communicator. In order to exchange data with
the subnetwork, the higher level network simply reads and writes data to memory locations that
have been specified in Anybus Configuration Manager. The same memory locations can then be
exchanged on the subnetwork.

Internal Memory

“” Input Data
(512 bytes)

- Output Data
(512 bytes)

Higher Level Network

“ General Data

Fig. 3 Memory buffer structure

The internal memory buffer is divided into three areas based on their function:

Input Data (512 bytes) This area can be read from by the higher level network.

Output Data (512 bytes) This area can be read from and written to by the higher level network.

General Data This area cannot be accessed by the higher level network but can be used for
(max. 1024 bytes) transfers between individual nodes on the subnetwork, or as a general “scratch

pad” for data.

The actual size of this area depends on the amount of data exchanged on the
subnetwork but can be a maximum of 1024 bytes.

2.3.2 Memory Map

When building the subnetwork configuration in Anybus Configuration Manager the areas in the
memory buffer will be mapped to the following memory locations:

Input Data Output Data General Data
0x000 0x200 0x400
: Subnetwork:  Read/Write Subnetwork:  Read Only Subnetwork:  Read/Write
Fieldbus: Read Only Fieldbus: Read/Write Fieldbus:
E-mail Client: Read Only ; E-mail Client:  Read Only ; E-mail Client:
ssl: Read Only i ssl: Read/Write i ssl:
Ox1FF Ox3FF 0x???

Fig. 4 Memory Map

Anybus” Communicator” PROFINET" IRT (2.32) User Manual SCM-1202-033 1.2 en-US
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233 Data Exchange Example

In this example, a temperature regulator on the serial subnetwork exchanges data with a PLC on
the higher level network via the internal memory buffers in the Anybus Communicator.

PLC (PROFINET IO Controller)

PLC Memory (Inputs) PLC Memory (Outputs

The PLC exchanges data between its
Actual Temperature Temperature Setpoint internal memory and the slaves on the
PROFINET network

(the Anybus Communicator in this example)

The PLC Memory associated with
the Communicator is exchanged.
Data from the Input Data area is
copied to PLC Input Memory, and
PLC Output Memory is copied to

the Output Data area.

PROFINET

Y Anybus Communicator

Input Data Output Data General Data
0x000

0x400

Actual Temperature Temperature Setpoint

(not used in this example)

| Ox1FF 0x3FF 0x???

The Communicator copies the Output
Register of the Temperature Regulator
to the Input Data area.

The Communicator copies the
Temperature Setpoint from the

Output Data area to the Input Register i A
in the Temperature Regulator. wy Serial Device - Temperature Regulator

Subnetwork

\l
Output Register Input Register The Temperature Regulator has two
| Actual Temperature ' | ' registers, holding the Temperature Setpoint

and the Actual Temperature respectively.

Fig. 5 Example
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2.4 Subnetwork Protocol
24.1 Protocol Modes

@ This section is a general description for Anybus Communicator gateways. Some models may not support
all features or allow data flow in both directions.

The Anybus Communicator features three distinct modes of operation regarding subnetwork
communication: Master Mode, Generic Data Mode and DF1 Master Mode.

Master Mode

In this mode, the Anybus Communicator acts as a master on the subnetwork and serial
communication takes place in query-response fashion. The nodes on the network are not
permitted to issue messages until they are addressed by the gateway.

Broadcasts are an exception: Most protocols offer some way of sending messages
simultaneously to all nodes on the network without expecting a response. This is also
implemented in the Anybus Communicator, which features a dedicated broadcaster node.

Control System Anybus Communicator Subnetwork

RESPONSE

BROADCAST

QUERY i
RESPONSE

Fig. 6 Master Mode

Anybus Configuration Manager comes preloaded with the most commonly used Modbus RTU
commands in Master Mode. Note however that this does not prevent other protocols based on
the same query-response message-scheme to be implemented.

Generic Data Mode

In this mode there is no master-slave relationship between the subnetwork nodes and the
Anybus Communicator. Any node on the subnetwork, including the Anybus Communicator, may
spontaneously produce or consume messages. Nodes do not have to respond to messages or
wait for a query in order to send one.

The consumed data can be accessed from the higher level network, and/or vice versa.

Control System Anybus Communicator Subnetwork

PRODUCE

CONSUME

I PRODUCE

Fig. 7 Generic Data Mode
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2.4.2

DF1 Master Mode

In this mode the Anybus Communicator act as a DF1 protocol master on the subnetwork. Serial
communication takes place in query-response fashion. The nodes on the network are not
permitted to issue messages until they are addressed by the gateway.

Communication in DF1 Master mode is based on services. A service represents a set of
commands and operations on the subnetwork that have been predefined in the Anybus
Communicator. Each service is associated with a set of parameters controlling how and when to
use it on the subnetwork.

Control System Anybus Communicator Subnetwork
l Node 1

<4

Fig. 8 DF1 Master Mode

' Node 2

Anybus Configuration Manager comes preloaded with a number of services which can be
selected by the user. The actual DF1 commands that perform the services during runtime have
been predefined in the Anybus Communicator.

Protocol Building Blocks

The following building blocks are used in Anybus Configuration Manager to describe the
subnetwork communication.

Node A node represents a single device on the subnetwork. Each node can be associated with
a number of transactions.

Transaction A transaction represents a complete serial telegram and consists of a number of frame
objects. Each transaction is associated with a set of parameters controlling how and
when to use it on the subnetwork.

Commands A command is a predefined transaction which is stored in a list in Anybus Configuration
Manager. This simplifies common operations by allowing transactions to be stored and
reused.

Frame Object A frame object is a low level entity that is used to compose a transaction. A frame object

can represent a fixed value (a constant), a range of values (limit objects), a block of data,
or a calculated checksum.

See Anybus Configuration Manager, p. 36 on how to use protocol building blocks.

Anybus’ Communicator” PROFINET" IRT (2.32) User Manual SCM-1202-033 1.2 en-US
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3 Installation

' This product contains parts that can be damaged by electrostatic discharge (ESD). Use
® ESD prevention measures to avoid damage.

3.1 Installation Overview
These are the basic steps for installing Anybus Communicator gateways.

Depending on the fieldbus network type there may also be configuration switches, etc. on the
Anybus Communicator that need setting. See the following sections in this document for more
information.

Basic installation steps
Mount the Anybus Communicator on the DIN rail.
Connect the serial and fieldbus network interfaces.
Configure the fieldbus network interface hardware (if applicable).

1
2
3
4. Connect the configuration cable between the gateway and a PC.
5. Connect the power cable and apply power.

6

Download Anybus Configuration Manager from www.anybus.com/support
and install it on the PC following the instructions in the installer.

(Anybus Configuration Manager requires Microsoft” Windows XP or later)

7. Continue to Network Configuration, p. 17

Anybus’ Communicator” PROFINET" IRT (2.32) User Manual SCM-1202-033 1.2 en-US
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3.2 External Parts
4 ¢— 2
Fig. 9 Overview
1 LED indicators
2 DIN rail mount
3 Power connector
4 Serial subnetwork interface
5 PC connector
6 PROFINET IRT network interface

3.3 DIN Rail Mounting

The unit must be electrically grounded through the DIN rail for EMC compliance.

Mount on DIN rail

1. Hook the unit onto the upper lip of
the rail and push gently downwards.

2. Push the unit towards the rail until it
snaps into place.

|

i

v
-

Fig. 10 Push down to mount or remove

Remove from DIN rail

1. Push the unit gently downwards on the rail.

2.  Pull the bottom end of the unit free of the rail and remove it.

Anybus’ Communicator” PROFINET" IRT (2.32) User Manual SCM-1202-033 1.2 en-US
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3.4 Serial Subnetwork Interface
5 1
9 6
Fig. 11 D-sub connector (DE-9F)
Pin Description RS-232 RS-422 RS-485
1 +5 V Output (100 mA max.) X X X
2 RS-232 Rx X
3 RS-232 Tx X
4 (reserved)
5 Signal Ground X X X
6 RS-422 Rx + X
7 RS-422 Rx - X
8 RS-485 + / RS-422 Tx + X X
9 RS-485 - / RS-422 Tx - X X
Housing Shield X X X
' Do not connect Signal Ground to Protective Earth (PE) of other nodes on the subnetwork
as this may damage the on-board serial transceivers. Connect it only to the Signal Ground
on other nodes.
Bias and/or termination resistors may be required depending on the type of serial network.
Please refer to the User Manual for more information.
3.5 Termination and Bias Resistors
3.5.1 Termination (RS-485 and RS-422)
The serial subnetwork should be terminated at each end node to prevent reflections on the
serial lines. The resistor value should match the characteristic impedance of the cable, typically
100-120 Q.
3.5.2 Bias Resistors (RS-485 only)

RS-485 enters an indeterminate state when idle, which may cause serial receivers to pick up
noise from the serial lines and interpret it as data. To prevent this, the serial lines should be
forced into a known state using bias resistors.

The bias resistors form a voltage divider that forces the voltage between the differential pair to
be higher than the threshold for the serial receivers, typically >200 mV.

Bias resistors should only be installed on one node. Installing bias resistors on several nodes may
compromise signal quality and cause transmission problems.

Anybus’ Communicator” PROFINET" IRT (2.32) User Manual SCM-1202-033 1.2 en-US
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3.6 PROFINET Interface

The PROFINET IRT interface contains a dual port Ethernet switch with RJ45 type connectors. The
two ports are labeled LAN 1 and LAN 2.

Pin Function

1 TD+

z I

3 RD+

6 RD- 1 8

4578 (reserved) Fig. 12 Ethernet connector (RJ45)
3.7 Power Connector

See also Technical Data, p. 75 regarding power supply requirements.

Pin Signal 1 2
1 +24 VDC =
2 Power Ground o o
g S
Fig. 13 Power connector
3.8 PC Connector (RJ11)
Pin Signal
1 GND ( signal ground) ""
2 GND (signal ground)
3 RS-232 Rx (input)
4 RS-232 Tx (output) 1 4
RJ11 (Communicator) DE-9 (PC)
GND 1
GND 2 : 2 RS-232 Rx
Rx 3 1 3 RS-232 Tx
Tx 4 1
5 GND
Fig. 14 Configuration cable

Anybus” Communicator” PROFINET" IRT (2.32) User Manual SCM-1202-033 1.2 en-US
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3.9 LED Indicators

The LED indicators provide model-specific diagnostic information about the communication and
status of the network interfaces as well as general device status.

ao LED1to 4 Model-specific information
88 LED 5 Serial subnetwork status
LED 6 Device status
LED Indication Meaning
1 - Network Status Off Offline
— No power
— No connection to 10 Controller
Green Online (RUN)

— Connection to 10 Controller

Green, 1 flash

Online (STOP)

— Connection to 10 Controller

— 10 Controller in STOP state or 10 data bad
— RT synchronization not finished

Red

Fatal error

Red, 1 flash

Station name error

Red, 2 flashes

IP address error

Red, 3 flashes

Configuration error

Alternating red/green

Firmware update in progress

2 - Module Status

Off

No power or initializing

Green

Normal operation

Green, 1 flash

Diagnostic event present

Red

Fatal error

Alternating red/green

Firmware update in progress

3 - Link/Activity 1
4 - Link/Activity 2

Off

No power or no link detected

Green

Link OK

Green, flickering

Transmitting/receiving data

5 - Subnet Status

off

No power

Green

Running

Green, flashing

Running, one or more transaction errors

Red Transaction error/timeout or subnet stopped
6 - Device Status Off No power

Green Initializing

Green, flashing Running

Red

Bootloader mode

Alternating red/green

Configuration invalid or missing

Anybus® Communicator” PROFINET" IRT (2.32) User Manual
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LED Indicator Timing Intervals

On -- -
Flickering
LED

Off = -

Ooh P/m™m T r— T T T T
Blinking
LED 200 ms 200 ms

off ==-----frre - - —_—™) e —

(O] B e I s
Single flash
LED 200 ms 1000 ms

of =t-----tr—— e—— 4 - - - - -

(O] B e S e [ s SR
Double flash
LED 200 ms 200 ms 200 ms 1000 ms

of ~4-----tr——- e —_——™—™—™—™mm m¥) - -

Oh -~"TTU—m7 - T T T — -
Triple flash
LED 200 ms 200 ms 200 ms 200 ms 200 ms 1000 ms

Off =t - - - - - - e - - - e—t e f— e e—l -

Oh "7 """ " O r——7 oo — -
Quadruple flash
LED 200 ms 200 ms 200 ms 200 ms 200 ms 200 ms 200 ms 1000 ms

Ooff -=ed---- - lb—_—d - e—rt - —d R e e

Fig. 15 LED indicator timing intervals
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Network Configuration

General

To be able to communicate over Ethernet the PROFINET IRT interface needs a valid TCP/IP
network configuration. This section explains the basic concepts of TCP/IP networking and
describes how to configure the TCP/IP settings for the interface.

TCP/IP Settings

The TCP/IP settings are usually configured from the PROFINET 10 Controller but can also be set
locally using the IPconfig tool. See TCP/IP Configuration, p. 19.

When Ethernet communication has been established, the TCP/IP settings can also be changed
from the web interface. See Web Pages, p. 22.

DHCP and BootP

The TCP/IP settings can be set automatically from a DHCP or BootP server. If no DHCP server is
found, the module will fall back on its current settings. If no current settings are available the
module will halt and the status LED will indicate a network configuration error. The network
configuration may still be accessed using IPconfig.

DCP (Discovery and Control Protocol)

Anybus Communicator PROFINET IRT (2.32) supports DCP, which allows a PROFINET IO Controller
or Supervisor to change the network settings during runtime. The settings applied through DCP
will replace the currently stored settings.

Anybus’ Communicator” PROFINET" IRT (2.32) User Manual SCM-1202-033 1.2 en-US
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4.2

Basic TCP/IP Concepts
IP Address

The IP address is used to identify each node on a TCP/IP network. IP addresses are written as
four decimal integers (0—255) separated by dots, where each integer represents the binary value
of one byte of the IP address. This is known as dot-decimal notation.

Example: 10000000 00001010 00000010 00011110 is writtenas 128.10.2.30

The following IP addresses are reserved for special purposes and cannot be used:

0.n.n.n First byte zero — used for broadcast messages

127.n.n.n First byte 127 — used for loopback addresses to the local host
n.n.n.0 Last byte zero — identifies a whole network/subnet

n.n.n.255 Last byte 255 — used for broadcast messages

Subnet Mask

The IP address is divided into three parts: Net ID, Subnet ID and Host ID. A subnet mask is a 32-
bit binary pattern, where a set bit allocates a bit for Network/Subnet ID, and a cleared bit
allocates a bit for the Host ID. The subnet mask is usually written in dot-decimal notation.

Example: To make the IP address 128.10.2.30 belong to subnet 128.10. 2, the subnet
mask must be 255.255.255.0.

Host ID

1
Subnet mask: 11111111 11111111 11111111 00000000 (255.255.255.0)
| |

Net ID / Subnet ID

Default Gateway

For devices to be able to communicate over Ethernet they must either belong to the same
subnet or communicate via a gateway or router.

A gateway or router routes communication between networks, i.e. it enables the nodes on one
network to access the nodes on another. The default gateway address in the TCP/IP settings of
your product specifies the IP address of the gateway or router on the local network.

Anybus’ Communicator” PROFINET" IRT (2.32) User Manual SCM-1202-033 1.2 en-US
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4.3 TCP/IP Configuration
4.3.1 Installing the IPconfig Utility

IPconfig is a Windows-based tool for configuration of TCP/IP settings in HMS devices. The tool
will detect all compatible and active HMS devices on the local network.

1. Download IPconfig from www.anybus.com/support.

2. Unpack the contents of the zip archive and run the installer program.

4.3.2 Scanning for Connected Devices

When IPconfig is started it will automatically scan all available local networks for HMS devices.
Detected devices will be listed in the main window. To refresh the list, click on Scan.

GW
DHCP
Version
Type
MAC

Anybus® Communicator” PROFINET" IRT (2.32) User Manual

n IPcanfig

| DHCP | Wersion | Type

10.10.13.164
10.10.13.204
10.10.13.166
10.10.13.168
192.168.0.83

255.255.255.0
255.255.256.0
255.255.255.0
255.255.255.0
255.255.255.0

IPconfig main window

IP address of the device

1010131
0.0.0.0
1010131
1010131
192.168.0.254

Subnet mask

Default gateway

Automatically managed IP configuration

Firmware version

Product name

Ethernet MAC address (System ID)

3250
1.05.1
1.34.1
2001
1.220

ABR EtheMet/IPScan  00-30-11-0E-36-6C
Argbus MET Gateway 00-30-11-13-3D-13
EC250 00-30-11-FB-3D-40
LC350 00-30-11-FB-3D-36
todbusGie 00-30-11-FB-7F-13

Setlings | Scan |
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43.3 Ethernet Configuration

To change the IP settings for a device, double-click on the entry in the main window or right-click
on it and select Configuration.

(1] Configure: 00-30-11-FB-7F-13 | £ |
Ethemet configuration
IP address: | 192188 . 0 . 83 DHER
" On
Subnet mask: | 285 0255 0285 . 0
& 0

Default gateway: | 192 188 . 0 . 254

Primary DNS: | 0.0 .0 .0

Secondary DNS: | 0.0 .0 .0

Hostrame: |M odbus

Passwond: | [ Change password

MHew pazsword: |

Set Cancel

w -

Fig. 17 Ethernet configuration

Enter static IP settings as required, or select DHCP if using dynamic IP addressing.

' Do not enable DHCP if there is no DHCP server available on the network.
°

You can add a name for the device in the Hostname field. Only characters a—z, A-Z, 0-9 and _
(underscore) are allowed.

The default password for changing IP settings is blank (no password). If a password has been set
for the device you must enter it to be able to change the settings.

To set a new password, check the Change password box and enter the current password in the
Password field, then enter the new password in the New password field.

' For security reasons the default password should always be changed.
°

Click on Set to save the new settings. The device will reboot automatically.
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43.4 IPconfig Settings

Additional settings for IPconfig can be accessed by clicking on Settings.

1 PPeonfig [=[@] = ]

P [sn [Gw [oHEP [ Wersion [ Type [ Mac [
101013164 255.295.2550 1010131 On 3250  ABXEtheiNet/PScan 00-30-11-0E-366C
101013204 25E2852850  0.0.0.0 0ff 1051 Anpbus NET Gateway 00-30111330-13
101013164 255.295.2950 1010131 On 1320 ECZ50 00-3011FB-9D-40
192166.0.83  25R2BE2550 1521680254 O 1220 MadbusGw 00-30-11FB-7F-13

Network Interface

I™ Broadcast from a Spedific Network Interface Contralier

Network Interface Controller

[Realtek UsB GoE Family Controler |

Internal DHCP server

Settings Scan Exit

Warning! Internal DHCP server should anly be used to recover modules

that have been set to DHCP by mistake.

I” Enable internal DHCP server

Fig. 18 IPconfig settings

Network Interface

Check this option to select a specific network interface to use when scanning for devices from a
computer which has more than one interface. If this option is left unchecked, all available

networks will be scanned.

Internal DHCP Server

If a device has been set to use DHCP but there is no DHCP server on the network, the device may
not be detected by IPconfig. To recover access to the device an internal DHCP server in IPconfig

can be temporarily activated:

1. Click the checkbox for Internal DHCP Server, then click OK. IPconfig will automatically
refresh the scan and list the missing device in the main window.

2. Select the device and configure it to use static IP addressing instead of DHCP.

3. Disable the internal DHCP server.

° network.

Do not enable the internal DHCP server if there is already an active DHCP server on the
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4.4

Web Pages

Network configuration settings and status of the PROFINET IRT network interface can be

accessed by pointing a web browser to the IP address of the interface.

Module Overview

Fig. 19 Overview tab

Anybus CompactCom

Overview Module name:
Parameters Serial number.
FW version: 03
Uptime: 0 days, Oh:im:27s
CPU Loag: %

Anybus Communicator

Status
Configuration

smrp

© 2013 HMS Industrial Neoworks - Allrights reserved

Provides basic information about the Anybus Communicator including the serial number and the
installed firmware version.

Network Status

Fig. 20 Status tab

Displays an overview

&@Aanybus' A ‘ Anybus CompactCom

Overview DHCP: Disabled

Parameters Host Name:

m P Address: 192.168.
Status .

MAC Addrass: 00:30:1L:FF:05:03
Port 1 100 FDX
Port 2 No Link

2 Interface Counters

2 Media Counters

© 2013 HMS Industrial Networks - Al rights ressrved

of the current network status.

Network Configuration

Anybus CompactCom

1P Configuration

Overview DHC Dissbied ¥
Barametrs, 1P Adaress Te2182.0.185
Subnet Mask 2852552580
Gateway Address 0000
St Host Name

Configuration Domain name

DNS Server £1 0000
SMTP DNS Server #2 0.0.00
| Save settings |

© 2013 HMS Industrial Networks - Allrights reserved

Fig. 21 Configuration tab

Provides access to the TCP/IP network settings. These parameters can also be configured using

the IPconfig tool.
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5 PROFINET Data Exchange

5.1 Overview

PROFINET is the open Industrial Ethernet standard for automation from PROFIBUS and PROFINET
International. The PROFINET IRT device provides PROFINET 10O Isochronous Real Time
Communication.

PROFINET makes a clear distinction between fast cyclical data, /0 Data, and acyclical data,
Record Data. PROFINET 10 Data corresponds to what is here generally referred to as I/0 Data.
PROFINET Record Data corresponds to what is referred to as Parameter Data.

PROFINET IO Data (I/O Data)

PROFINET 10 Data is exchanged cyclically and is built up by I/O0 modules. The actual I/0
configuration is determined by the PROFINET |0 Controller. The modules are mapped to the
Input and Output Buffers in the order of their slot number.

PROFINET Record Data (Parameter Data)

Record Data is exchanged using acyclic Record Data Read/Write requests.

See also Data Representation (10 Data and Record Data), p. 35.

5.2 GSD File

All PROFINET devices are associated with an XML-based GSD file. This file contains information
about the basic capabilities and configuration options of the device.

The latest version of the GSD file for Anybus Communicator PROFINET IRT (2.32) can be
downloaded from www.anybus.com/support.
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5.3 PROFINET Asset Management

5.3.1 Asset Management Record

With the asset management record functionality data about the assets available on a non
PROFINET network can be recorded and read out over a PROFINET network.

Together with the Identification & Maintenance data functionality an extensive registration of
devices and machines is possible, even in facilities where the devices are not installed in the
PROFINET environment.

Factory owners and system integrators can collect data about devices installed beyond the
Anybus gateway.

The recorded data can be used as basis for the design of easier maintenance and operation
processes, despite the increasing complexity of processes and associated machines.

5.3.2 Recording and Reading Data

An asset management file containing all the assets and their corresponding data on the non
PROFINET network is created and uploaded via an FTP server to the Gateway file system.

The asset management file can be transferred from a computer connected to a PROFINET
network.

Filesystem

PROFINET
<:> 10 Server <:| Asset
Management

Network 2 “
Network 1 Anybus
PROFINET Gateway

Fig. 22 The Asset Management Default Mode

By using the superposed parameter channel mode it is also possible to transfer the asset
management file from a PLC connected to a non PROFINET network.

For further details about the superposed parameter channel mode, please refer to
www.anybus.com/support.
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Record Data

Data about the assets on the non PROFINET network is recorded and stored in an XML file or an

binary file.

Read Data

Each time an instance is requested the asset management data is read out over the PROFINET

network.

The recorded asset management data can be downloaded to a computer connected to the

PROFINET network.

5.3.3 Supported File Formats

The following file formats are supported for the asset management file.

Format Version
XML XML Version 1.0
Binary file N/A
Little-endian

5.34 Supported Asset Management Records

Supported asset management records:
o Unique ID

e  Location

e Hardware Revision

e Annotation

e  OrderlID

e Serial Number

e Software Revision

e  Serial Number
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5.3.5 XML Based Asset Management
Creating the Asset Management XML File
Creating the asset management XML file:
1. List all assets and their corresponding data on the non PROFINET network.
2. Create an XML file that include one asset management record for each asset.
Repeat all the attributes after each other.
3.  When all attributes are listed, close the element by using a closing entry.

4. Name the XML file asset_mgmt.

XML File Size Limitation

@ The size of the asset management file may not exceed 95 kb.

Up to 32 instances can be added.

In order to keep the file size small, consider the following:

e  Keep strings as short as possible.

e Do not pad with empty spaces for strings.

e  Tryto use as few spaces as possible for indentation in the file.
e The number of white-space also affects the file size.

e Avoid using optional name strings.

XML Attribute Name and Data Format

@ The order of the elements is significant for the XML schema to work with the Anybus Gateways.

If the XML schema is incorrect, the XML file will not work and no data will be recorded.

When creating the XML file, add the elements and their attributes in the same order as the
attribute names are listed in the table below.

Each element consists of a series of attributes and their various data.
Each attribute is described by one entry.

The supported attribute names are specified in the table.

Example 1: XML element including an attribute with the location record.

<AbccAttribute>

<Name Value="Location Type"/>
<Attribute Value="3"/>

<Data Value="1"/>
</AbccAttribute>
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Attribute Name and Data Format

Attribute Name

Data Format

Description

AM info Type Unsigned 8 The value can be set in either of two formats, 0x12 or 18.
Location Type
AM Type Identification Unsigned 16 The value can be set in either of two formats, 0x1234 or

IM Hardware Revision

4660.

IM Annotation

String of length X

Maximum number of elements in array: 64.

IM Order ID

String of length X

Maximum number of elements in array: 64.

IM Serial Number

String of length X

Maximum number of elements in array: 16.

AM Software Revision

String of length X

Maximum number of elements in array: 64.

AM Hardware Revision

String of length X

Maximum number of elements in array: 64.

IM Software Revision

String

Format of the string shallbe C.X.Y.Z.

C is one character.

X, Y and Z represent a value between 0 and 255.
X — Major version

Y — Minor version

7 — Internal

IM Unique Identifier

Array of Unsigned 8

Format of the value shall be 0xXX; 0xYY..0xZZ.

Length is 16 16 values in hex-format, where each value is separated by a
Location LT Array of Unsigned 16 Format of the value shall be 0xXXXX; 0xYYYY..0xZZZZ.
Length is up to 12 Up to 12 values in hex-format, where each value is separated
elements. by a “;”.
Location SS Array of Unsigned 16 Format of the value shall be 0xXXXX; 0xYYYY..0xZZZZ.

AM Device Identification

Length is 4.

wn

4 values in hex-format, where each value is separated by a “;
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Asset Management XML File Structure Example

The code example presented below can be used as a guide when creating the asset management

XML file.

<hssetManagement Created="2017-01-01 01:01:01">

z <AbccObject>

3 <Data e="0xE5"/>

4 <AbccInstanc

5 <Data Va, />

6 O <AbccAtrributy

7 <Hame Val "AM info Type'/>
<Attribute />

w o

<Data Valu
10 </BbccAttribute>

<AbccAttributes
<Name Va "IM Unique Identifier"/>
<httribute Value=n2"/>
<Data ¥
</BbccAttribute>

<BbccAttribute>

<Hame Val
<Attribute
<Data Value
</BbccAttribute>

'Location Type"
3"/

"1

<AbccAttribute>
<Name Va

"Location LT"/>

<Attribute Value="4"/>

<Data Va.
</BbccAttribute>
<BbccAttribute>

<Hame Val "Location S

<Attribute ue="5"/>
<Data Value="0x0001;0x0002;0x0003;0x0004;
</BbccAttribute>

"IM Annotation"/>
al 6"/>

<Data Valus="64 characters max"/>
</Abcchttribute>

<Attribute

<BbccAttribute>

3 <Hame Val
2 <Attribute

'IM Order ID"
">
'64 characters max'

46 </BbccAttribute>

H‘] <AbccAttribut
<Name WVal:

<Attribute Valu 8"/

<Data & 16 chars max
2 r </BbcchAttribute>
(=] <Abcchttributes
<Name Valus="AM Device Identification"

<Attribute Value="9"/>
<Data &
r </Rbcchrtribute>

€0 H <Rbcchttribute>

61 <Name Value="AM Type Identification"/
62 <hAttribute Valus="10"/>

63 <Data Value="0x0000"/>

64 r </BAbcchttribute>

65

66 [ <RbccAttribute>

&7 <Name Val

<Attribute ¥ 11"/

= </Bbcchttribut

=] <Bbcchttributes
<Name Val
<Attribute Value="12"/>
<Data Value="V.1.02.03"/>
o </Bbcchttribute>

El <Abcchttribute>

<Name Val
<Attribute
<Data *
r </RbccArtribute>

=n13n s

El <Abcchttribute>
<Name Valu

<Attribute Valus="14"/>
<Data Va 0x0000"/>
r </BbcchAttribute>

r </RbccInstance>

r </AbccCbject>
“</hssetManagement>

Fig. 23 Asset management XML file structure example
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AM Software Revision"/>

<Data Value="64 characters max"/

IM Software Revision"/>

Hardware Revision"/>

characters max"/>
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5.3.6 Binary Based Asset Management
Creating the Asset Management Binary File
Creating the asset management binary file:
1. List all assets and their corresponding data on the non PROFINET network.
2. Create an Binary file that include a asset management record for each asset.
Repeat all the attributes after each other.
3.  When all attributes are listed, close the element by using a closing entry.

4. Name the bin file asset_mgmt.

Binary File Size Limitation

@ The size of the asset management file may not exceed 12 kb.

@ 32 instances can be added, instance 1 to 32.

In order to keep the file size small, consider the following:
e Keep strings as short as possible.

e Do not pad with empty spaces for strings.

Binary File Header

@ Omitted attributes are disabled or set to their default value.

@ The size of the file header is 70 bytes.

The supported file headers are specified in the table.

Supported File Headers

File Header Byte Number Data Type Comment

File format 0-1 UINT16 Version number of the file format.
version Set to 0.

File checksum 2-5 UINT32 Used for version control of the file.

Not used by the gateway.
If not used, the field must be set to zero.

Byte offset to 6-7 UINT16 Byte offset to the start of the data describing Asset
Instance 1 management Instance X.

Byte offset to 8-9 Set to zero if instance is not used.

Instance 2

Byte offset to 68-69

Instance 32

Instance data 70-x N/A Data for the instance(s), as specified below.
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Binary Instance Data

Each instance consists of a series of attributes and their respective data.

Attribute Description

Each attribute is described by one entry.

Attribute Description Byte number Data type Comment
Attribute number 0 UINT8 Attribute number of the data being described.
Data length 1 UINT8 Optional checksum.
Shall represent the number of data bytes
following.
Not used by the gateway.
Attribute data 2-x Depends on the Data for the attribute.

attribute being
described.

Format shall be as described for the data-type.
Not needed for strings padding or termination.

Attribute Closure Description

Use a closing entry to close the instance data.

Attribute Description

Byte number

Data type

Comment

Closure

0-1

UINT16

Data-field which tell that there will not follow
any more attributes for this instance.
Set to value OxFFFF.
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Attribute Name and Data Format

Supported attribute names and data formats.

Attribute Name and Data Format

Attribute Name Data Format Description

AM info Type Unsigned 8 The value is set as one byte value.

Location Type

AM Type Identification Unsigned 16 The value is set with two bytes, little-endian format.

IM Hardware Revision

IM Annotation

String of length X

Maximum number of elements in array: 64.

IM Order ID

String of length X

Maximum number of elements in array: 64.

IM Serial Number

String of length X

Maximum number of elements in array: 16.

AM Software Revision

String of length X

Maximum number of elements in array: 64.

AM Hardware Revision

String of length X

Maximum number of elements in array: 64

IM Software Revision

Array of Unsigned 8
Length is 4

First byte is a character.

Bytes 2, 3 and 4 represent the version in the format X.Y .7
where X, Y and Z represent a value between 0 and 255.

C is one character.

X, Y and Z represent a value between 0 and 255.

X — Major version
Y — Minor version
Z — Internal

IM Unique Identifier

Array of Unsigned 8

Format is 16 bytes.

Length is 16
Location LT Array of Unsigned 16 Each Unsigned 16 comprises two bytes, where each two bytes
Length is up to 12 form an Unsigned 16 in little-endian format.
elements. The number of Unsigned 16’s can be up to 12, placed directly
after each other
Location SS Array of Unsigned 16 Each Unsigned 16 comprises two bytes, where each two bytes

AM Device Identification

Length is 4.

form an Unsigned 16 in little-endian format.
The number of Unsigned 16’s shall be 4, placed directly after

each other.
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Asset Management Binary File Example

The binary file structure example presented below can be used as a guide when creating the
asset management binary file.

Only instance 1 is supported.

For instance 1, only attribute 1 and 2 are defined.

0 1 2 3 4 5 ] 7
0x00 0x00 0Ox01 0x02 0x03 0x04 Ox46 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0Ox01 0Ox01
0x01 0x02 0x10 0x01 0x02 0x03 0x04 0x05
0x06 0x07 0x08 0x09 Ox0A 0x0B 0x0C 0x0D
0x0E 0x0F 0x10 OxFF 0xFF

Fig. 24 Binary file example
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5.3.7

Uploading the Asset Management File to the FTP Server

Use Windows Explorer or a standard FTP client to transfer the asset management file to the FTP

server.

When the superposed parameter channel function is enabled, transfer the asset management
file via a PLC connected to the network where the gateway is installed.

Transferring the Asset Management File from Windows Explorer

Transfer the asset management file, XML or binary file, to the FTP server using Windows Explorer.

Before You Begin

@ Use only one of the file formats, XML format or binary format.

@ Only upload one single file on the FTP server.

e Name the asset management file: asset_mgmt

e The default port is FTP port 21.

e Make sure that the gateway and your computer are connected to the PROFINET network to

be used.

Procedure

3 [ =1010575

& 3~ 4 ¥ Thelntemet » 10.10.55.75 »

# Quick access
« Creative Cloud Files

G OneDrive

- application firmware
This PC

=¥ Network

Jitems 1item selected
Fig. 25 The FTP Server root folder
1. Open an Windows Explorer Window.

2. Click to select the Address bar.

3. Enter ftp://Username:Password@IPaddress.

w & | Search 10.10.35.75 »p

wfs

—  Replace “Username” and “Password” with a valid username and password combination.

—  Replace ‘IPaddress’ with the IP address of the PROFINET interface.

4. Press Enter.

Anybus® Communicator” PROFINET" IRT (2.32) User Manual

SCM-1202-033 1.2 en-US



PROFINET Data Exchange

34 (76)

2| | = | spplication

“|® | Search application

« < 4 [ #p/10.10.55.75/spplication/]

3 Quick access asset_mgmtxml|

& Creative Cloud Files
. OneDrive
[ This PC

=¥ Network
1 item

Fig. 26 Application folder with an asset_mgmt.xml file

5.
folder.
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5.4

Data Representation (IO Data and Record Data)

The actual 1/0 configuration is determined by the PROFINET 10 Controller. The modules are
mapped to the Input and Output Buffers in the order of their slot number.

Example:

In this example, the data sizes have been set to the following values:

Input 1/0O Data Size:

Input Parameter Data Size:

Output I/0 Data Size:

Output Parameter Data Size:

208 bytes
304 bytes
176 bytes
336 bytes

The following modules are specified in the 10 Controller:

Slot Module Size Direction Comment
0 0 - Device Access Point (DAP)
1 176 bytes Output -
2 208 bytes Input -
INPUT BUFFER OUTPUT BUFFER
Offset Slot Module size Offset Slot Module size
OXQUO 0x000 Output I/0 Data Size
2 208 byte Input Input I/0 Data Size 1 176 byte Output (176 byes)
: (208 bytes) 0X0AF
Ox0CF 0x0BO Record Data Index 2000h
0x0D0 Record Data Index 1000h :
: Input Parameter Data Size Output Parameter Data Size
(304 bytes) : (336 bytes)
0x1FF Record Data Index 112Fh 0foF Record Data Index 214Fh
Fig. 27 Input and output buffers
Input Parameter Data
API Slot Subslot Index Comment
0 0/1/2 1 1000h First byte of the Input parameter area
(address 0x0DO in the example above)
1001h Second byte of the Input parameter area
112Fh Last byte of the Input parameter area
Output Parameter Data
API Slot Subslot Index Comment
0 0/1/2 1 2000h First byte of the Output parameter area
(address 0x0BO in the example above)
2001h Second byte of the Output parameter area
214Fh Last byte of the Output parameter area

@ The Control Word and Status Word and the Live List are not considered in this example.
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6 Anybus Configuration Manager
6.1 Overview
a Anybus Configuration Manager - C: i R5232/422/485 - Untitl o= ‘
Eile Subnetwork Tools View Help o
DeHSsS|E| % BR X F, Tk Ea=l = |
Devices: | Canfiguration |
=8 Fieldous Alphabetic  Categorized |
Startlnit S
Anpbusinit B Communication
Figldbus specific Bitrate _[blle's] 9500
Fieldbus specific Data bits 8
Fieldbus specific Pa”tﬁ_‘ Mane
Endinit Physical standard  R5232 LI
Al Communicator R5232/422/485 Stap bits 1
=] ’lﬁ : F Timing
My Subnetwork Monitor
Add Node 0
Add Broadcaster
Load Node
Subnetwork Status... peical standard
ts the physical media on the subnetwork, RS232, RS485 or R5422

Subnetwork 2070113 | 11:53  ConfigLine @@ |

Fig. 28 Anybus Configuration Manager

A: Menus and Toolbar

The function of the second menu (after the File menu) will change depending on what is
currently selected in the navigation tree.

The toolbar contains shortcut buttons to the most common commands. Each button has a tooltip

describing its function.

B: Navigation Tree

A hierarchic tree view of the configuration, divided into three main sections:

Fieldbus Communication settings for the fieldbus network interface
Communicator RS232/422/485 General settings for the Anybus Communicator
Subnetwork Communication settings for the serial subnetwork

Select an entry to display its available parameters in the Parameter List. Right-click on the entry
to show additional options.

C: Parameter List

Lists the parameters or options related to the currently selected entry in the Navigation Tree.

Values can be selected from a dropdown menu or entered manually depending on the parameter.
Values can be specified in either decimal or hexadecimal format.

Example: The decimal value 42 can also be entered as 0x2A.

D: Information Section

Displays information about the currently selected parameter.
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6.1.1 File Menu
New Create a new configuration.
Open... Open a previously saved configuration.
Save Save the current configuration.
Save as... Save the current configuration under a different file name.
Print... Print the current configuration.
Properties... Set the name and (optional) passwords for the configuration.
Lost passwords cannot be retrieved!
Exit Close Anybus Configuration Manager.
6.1.2 Tools Menu
Port Select the COM port to use for configuration.
Upload configuration from ... Fetch the active configuration from the Anybus Communicator.
Download configuration to ... Send the current configuration from Anybus Configuration Manager to the
Anybus Communicator.
Start (Stop) Logging Start/stop the Data Logger function.
Options See Options Dialog, p. 38.
6.1.3 View Menu
Toolbar Show/hide the toolbar at the top of the main window.
Status Bar Show/hide the status bar at the bottom of the main window.
6.14 Help Menu
About Shows general information about Anybus Configuration Manager and the

currently connected Anybus Communicator.

A help system is not included in this version of Anybus Configuration Manager.
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6.1.5 Options Dialog

Application |M0dule| Application  Module |

‘Warring on Delete "Size of logbuffer

|51 2 Apply |

[ Shaw 'wizard Window when Mew' menu is selected . .
) Dtowfnload Fl:jmware ta the fieldbus Fitmware Download |
Select language [requires a restart to take effect] Interface can

‘Waming on Unzaved Configuration

IEninsh LI Riestores Communicator carierboard
firmware and deletes current Factory Restore |
configuration.
Block the current configuration [Erases Bl Eaiffianeliar
configuration at restart] g
Creates an ermor log file Bt Enar Lag |

Cancel (] 8 I Cancel |

Fig. 29 Options dialog tabs

Application
Warning on Delete A confirmation dialog will be displayed when something is deleted.

Warning on Unsaved Configuration A confirmation dialog is displayed when closing Anybus Configuration Manager
without saving the configuration.

Show Wizard ... Open a wizard when creating a new configuration

Select Language The language to use in Anybus Configuration Manager. The program must be
restarted for the new language seting to become active.

Module

Size of logbuffer The number of entries logged in each direction by the Data Logger. Can be set
between 0 (no logging) and 512 (default).

Firmware Download Used for updating the firmware in the PROFINET IRT interface.
Use with caution!

Factory Restore Resets the Anybus Communicator to the factory default settings.
The settings in the PROFINET IRT interface are not affected.

Block Configuration Prevents the downloaded configuration from being used by the Anybus
Communicator. Use with caution!

Create Error Log Create an error log file for troubleshooting.
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6.2 Communicator Settings
Devices: Configuratiorn:
? Fieldbus Alphabetic  Categorized
Communicator RS232/422/485
ﬁf, Subnetwork, B Inletface 3
Physical Interface Serial
El Module
Contral/Status “Word Dizabled
Module Reset Dizabled
E Protocol
Fratocol Mode M azter Mode
El Statistics
Receive Counter Location  0x0002
Statistics Digabled
Transmit Counter Location  0x0002

Fig. 30  Communicator parameters

Interface

The physical interface type of the subnetwork. Cannot be changed from Serial.

Control/Status Word
Enabled Enables the Control and Status Registers. The Data Valid bit in the Control Register
must be set to start the subnetwork communication.
Enabled but no startup lock Same as Enabled, but the Data Valid bit does not have to be set.
Disabled Control and Status Registers will not be used.

Module Reset

Specifies how the gateway behaves in the event of a fatal error.

Enabled The gateway will be restarted, no error indication.

Disabled The gateway will halt and indicate an error.

Protocol Mode

Select the protocol mode for the subnetwork. See also Subnetwork Protocol, p. 9.

Master Mode Intended for Query/Response based protocols, where a single Master exchanges
data with a number of Slaves.

Generic Data Mode Intended for Producer/Consumer based protocols, where there is no master-slave
relationship between the subnetwork nodes and the gateway.

DF1 Master Intended for the DF1 protocol. The gateway can only be configured as a Master
with half-duplex communication.

Statistics

The Transmit and Receive Counters indicate the number of successful transactions on the
network. This parameter is primarily intended for debugging purposes.

Receive Counter Location Specifies the location of the Receive Counter in the internal memory buffer.
Transmit Counter Location Specifies the location of the Transmit Counter in the internal memory buffer.
Statistics Enable/disable the counters.
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6.3

Devices:

ﬁf, Subnetwork.

Fig. 31

Communication

Fieldbus
Communicator R5232/422/485

Subnetwork Settings

Configuration:
Alphabetic  Categorized

EH Communication
Bitrate [bits/'z) 9600
Data bits 8
Parity Maone
Physical standard RS5232
Stop bits 1
El EndCharacter
End chara